COURSE #96423 — 5 CONTACT HOURS/CREDITS REeLease Date: 12/01/20 ExpiratioN Date: 11/30/23

Cyberbullying and Harassment

HOW TO RECEIVE CREDIT

e Read the enclosed course.
e Complete the questions at the end of the course.

e Return your completed Evaluation to NetCE by
mail or fax, or complete online at www.NetCE.
com. (If you are a physician, behavioral health
professional, or Florida nurse, please return
the included Answer Sheet/Evaluation.) Your
postmark or facsimile date will be used as your
completion date.

e Receive your Certificate(s) of Completion by mail,
fax, or email.

Faculty

Alice Yick Flanagan, PhD, MSW, received her Master’s in
Social Work from Columbia University, School of Social Work.
She has clinical experience in mental health in correctional
settings, psychiatric hospitals, and community health centers.
In 1997, she received her PhD from UCLA, School of Public
Policy and Social Research. Dr. Yick Flanagan completed a
year-long post-doctoral fellowship at Hunter College, School
of Social Work in 1999. In that year she taught the course
Research Methods and Violence Against Women to Masters
degree students, as well as conducting qualitative research
studies on death and dying in Chinese American families.

Previously acting as a faculty member at Capella University
and Northcentral University, Dr. Yick Flanagan is currently a
contributing faculty member at Walden University, School of
Social Work, and a dissertation chair at Grand Canyon Uni-
versity, College of Doctoral Studies, working with Industrial
Organizational Psychology doctoral students. She also serves
as a consultant/subject matter expert for the New York City
Board of Education and publishing companies for online cur-
riculum development, developing practice MCAT questions
in the area of psychology and sociology. Her research focus is
on the area of culture and mental health in ethnic minority
communities.

Faculty Disclosure

Contributing faculty, Alice Yick Flanagan, PhD, MSW, has
disclosed no relevant financial relationship with any product
manufacturer or service provider mentioned.

Copyright © 2020 NetCE

Division Planners

John M. Leonard, MD

Jane C. Norman, RN, MSN, CNE, PhD
James Trent, PhD

Director of Development and Academic Affairs
Sarah Campbell

Division Planners/Director Disclosure

The division planners and director have disclosed no relevant
financial relationship with any product manufacturer or service
provider mentioned.

Audience

This course is designed for physicians, nurses, social workers,
psychologists, therapists, mental health counselors, and other
members of the interdisciplinary team who may intervene in
cases of cyberbullying and harassment.

Accreditations & Approvals

‘ In support of improving patient care,
'.'

NetCE is jointly accredited by the
Accreditation Council for Continuing
~Medical Education (ACCME), the
JOINTLY ACCREDITED PROVIDER

conmmme Accreditation Council for Pharmacy
Education (ACPE), and the American
Nurses Credentialing Center (ANCC), to provide continuing

education for the healthcare team.

As a Jointly Accredited Organization, NetCE is approved to
offer social work continuing education by the Association of
Social Work Boards (ASWB) Approved Continuing Educa-
tion (ACE) program. Organizations, not individual courses,
are approved under this program. State and provincial regula-
tory boards have the final authority to determine whether an
individual course may be accepted for continuing education
credit. NetCE maintains responsibility for this course.

NetCE has been approved by NBCC as an Approved Continu-
ing Education Provider, ACEP No. 6361. Programs that do not
qualify for NBCC credit are clearly identified. NetCE is solely
responsible for all aspects of the programs.

NetCE is recognized by the New York State Education
Department’s State Board for Social Work as an approved
provider of continuing education for licensed social workers

#SW-0033.

This course is considered self-study, as defined by the New
York State Board for Social Work. Materials that are included
in this course may include interventions and modalities
that are beyond the authorized practice of licensed master
social work and licensed clinical social work in New York.

A complete Works Cited list begins on page 30.

Mention of commercial products does not indicate endorsement.

NetCE e Sacramento, California

Phone: 800/ 232-4238 o FAX: 916/ 783-6067 1



#96423 Cyberbullying and Harassment

As a licensed professional, you are responsible for reviewing
the scope of practice, including activities that are defined in
law as beyond the boundaries of practice for an LMSW and
LCSW. A licensee who practices beyond the authorized scope
of practice could be charged with unprofessional conduct
under the Education Law and Regents Rules.

NetCE is recognized by the New York State Education
Department’s State Board for Mental Health Practitioners
as an approved provider of continuing education for licensed

mental health counselors. #MHC-0021.

This course is considered self-study by the New York State
Board of Mental Health Counseling.

NetCE is recognized by the New York State Education
Department’s State Board for Mental Health Practitioners
as an approved provider of continuing education for licensed
marriage and family therapists. #MFT-0015.

This course is considered self-study by the New York State
Board of Marriage and Family Therapy.

Designations of Credit

NetCE designates this enduring material for a maximum of 5
AMA PRA Category 1 Credit(s) ™. Physicians should claim only
the credit commensurate with the extent of their participation
in the activity.

Successful completion of this CME activity, which includes
participation in the evaluation component, enables the par-
ticipant to earn up to 5 MOC points in the American Board
of Internal Medicine’s (ABIM) Maintenance of Certification
(MOC) program. Participants will earn MOC points equiva-
lent to the amount of CME credits claimed for the activity.
It is the CME activity provider’s responsibility to submit par-
ticipant completion information to ACCME for the purpose
of granting ABIM MOC credit. Completion of this course
constitutes permission to share the completion data with

ACCME.

Successful completion of this CME activity, which includes
participation in the evaluation component, enables the
learner to earn credit toward the CME and Self-Assessment
requirements of the American Board of Surgery’s Continu-
ous Certification program. It is the CME activity provider’s
responsibility to submit learner completion information to
ACCME for the purpose of granting ABS credit.

Successful completion of this CME activity, which includes
participation in the activity with individual assessments of
the participant and feedback to the participant, enables the
participant to earn 5 MOC points in the American Board
of Pediatrics’ (ABP) Maintenance of Certification (MOC)
program. It is the CME activity provider’s responsibility to
submit participant completion information to ACCME for
the purpose of granting ABP MOC credit.

Through an agreement between the Accreditation Council
for Continuing Medical Education and the Royal College of
Physicians and Surgeons of Canada, medical practitioners
participating in the Royal College MOC Program may record

completion of accredited activities registered under the
ACCME’s “CME in Support of MOC” program in Section 3
of the Royal College’s MOC Program.

NetCE designates this continuing education activity for 5

ANCC contact hours.

G

IPCE CREDIT™

This activity was planned by and for the
healthcare team, and learners will receive
5 Interprofessional Continuing Education
(IPCE) credits for learning and change.

NetCE designates this continuing education activity for 6
hours for Alabama nurses.

AACN Synergy CERP Category B.

Social Workers participating in this intermediate to advanced
course will receive 5 Clinical continuing education clock hours.

NetCE designates this continuing education activity for 2

NBCC clock hours.

Individual State Nursing Approvals

In addition to states that accept ANCC, NetCE is approved
as a provider of continuing education in nursing by: Alabama,
Provider #ABNP0353 (valid through 07/29/2025); Arkansas,
Provider #50-2405; California, BRN Provider #CEP9784;
California, LVN Provider #V10662; California, PT Provider
#V10842; District of Columbia, Provider #50-2405; Florida,
Provider #50-2405; Georgia, Provider #50-2405; Kentucky,
Provider #7-0054 (valid through 12/31/2023); South Carolina,
Provider #50-2405; West Virginia, RN and APRN Provider
#50-2405.

Individual State Behavioral Health Approvals

In addition to states that accept ASWB, NetCE is approved
as a provider of continuing education by the following state
boards: Alabama State Board of Social Work Examiners, Pro-
vider #0515; Florida Board of Clinical Social Work, Marriage
and Family Therapy and Mental Health, Provider #50-2405;
[llinois Division of Professional Regulation for Social Workers,
License #159.001094; Illinois Division of Professional Regula-
tion for Licensed Professional and Clinical Counselors, License
#197.000185; Illinois Division of Professional Regulation for
Marriage and Family Therapists, License #168.000190.

Special Approvals

This activity is designed to comply with the requirements
of California Assembly Bill 1195, Cultural and Linguistic
Competency.

About the Sponsor

The purpose of NetCE is to provide challenging curricula to
assist healthcare professionals to raise their levels of expertise
while fulfilling their continuing education requirements,
thereby improving the quality of healthcare.

Our contributing faculty members have taken care to ensure
that the information and recommendations are accurate and
compatible with the standards generally accepted at the time
of publication. The publisher disclaims any liability, loss or
damage incurred as a consequence, directly or indirectly, of

2 NetCE ® June 14, 2022

www.NetCE.com



#96423 Cyberbullying and Harassment

the use and application of any of the contents. Participants are
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when integrating new techniques into practice.
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uting or providing access to this activity to learners.

Course Objective

While incidents of cyberbullying are becoming more common,
the solution is not necessarily to avoid the Internet and other
digital technologies; rather, more Internet safety education and
prevention information are needed to raise awareness. The
purpose of this course is to provide health and mental health
professionals with the information necessary to identify and
intervene in cases of cyberbullying and harassment to minimize
the negative effects to patients and to improve professionals’
ability to educate the public to prevent cyberbullying.

Learning Objectives
Upon completion of this course, you should be able to:

1. Discuss Internet and cell phone usage
among different segments of the population.

2. Define cyberbullying, cyberharassment,
and cyberstalking.

3. ldentify various online platforms and how
they may be used to harass or bully.

4. Discuss the prevalence of cyberbullying
and harassment among children, adolescents,
young adults, and adults.

5. Analyze the general profiles of cyberbullying
perpetrators and victims, including possible
indicators of cyberbullying.

6. Utilize theoretical frameworks used to explain
cyberbullying.

7. Evaluate the health, psychosocial, social,
behavioral, and academic impacts of
cyberbullying and harassment.

8. Identify risky Internet behaviors.

9. Apply different prevention, educational,
and clinical interventions for cyberbullying.

Sections marked with this symbol include
evidence-based practice recommendations.
The level of evidence and/or strength
evosnceeaseo of recommendation, as provided by the
recommenpaTion - eyidence-based source, are also included
so you may determine the validity or relevance of the
information. These sections may be used in conjunc-
tion with the course material for better application to

your daily practice.

INTRODUCTION

In the last few decades, Internet and digital
technologies have become a fundamental part
of communication for many. It is customary to
instantaneously connect and communicate with
people using a variety of online social networking
platforms and/or messaging services. Unfortu-
nately, these digital mediums may be utilized as
vehicles to bully and harass others. Cyberbullying
and cyberharassment refer to the use of electronic
communication to frighten, intimidate, and/or
threaten another individual, with the potential
to inflict emotional distress [1]. This definition is
based on the concepts of power imbalances, intent,
and repetition found in “traditional” bullying but
within the context of electronic communications
[47]. The prevalence of victimization of cyber-
bullying varies due to differing definitions, data
collection methods, and constant technologic
changes and advancements. Addressing cyberbul-
lying and cyberharassment can be a challenge due
to the anonymity of the perpetrator, and it can be
extremely rampant given the easy access to and
prevalence of Internet-enabled devices. A nega-
tive comment or crude photo of someone can be
disseminated very rapidly and can be read and seen
around the world [3].

Many adults may be categorized as what is termed
“digital immigrants,” meaning they did not grow
up in the digital world and are trying to learn and
adapt to this new environment [4]. Digital immi-
grants (typically born before 1980) may employ
technology but tend to be less familiar with its
potential, although they do acknowledge its impor-
tance for some tasks [5]. On the other hand, those
born after 1980 are generally considered “digital
natives,” as they were raised using digital technol-
ogy and have no difficulty speaking and utilizing
new technologic mediums with ease and familiar-
ity [4]. Digital natives tend to use technology for
numerous tasks and adapt as the tools change;
they are well versed in operating multiple tasks,
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depend on graphics to communicate, and thrive
on instant gratification [5; 130]. It is likely that
many health and mental health practitioners fall
into the category of “digital immigrants,” and some
clients, particularly adolescents and young adults,
are “digital natives.” Consequently, it is vital for
practitioners to build their knowledge of Internet
technologies and applications in order to meet the
unique needs of their younger clients.

INTERNET AND DIGITAL
COMMUNICATION TRENDS

In order to understand the pervasive social, psy-
chologic, and cultural impact of the Internet on
the lives of individuals, it is important to obtain
a brief glimpse of Internet and digital technology
usage and consumption. According to the U.S.
Census, 77% of households had Internet at home
in 2015, compared with 68% in 2009 and only
18% in 1997 [7]. Access to broadband Internet
has increased over the years, but the adoption rate
has leveled off, mainly due to the increasing use
of smartphones. In February 2019, 73% of house-
holds in the U.S. had broadband Internet [6]. In
addition, 85% of households that included minor
children had an Internet subscription, versus 73%
of those without a minor living in the home [7].
In 2018, 90% of American adults use the Inter-
net [6]. Among adults, individuals 18 to 29 years
of age are the most likely to utilize the Internet
(100%), while adults 65 years of age and older are
the least likely (73%) [6]. Among adolescents 13
to 17 years of age, 92% report using the Internet
daily, including 24% who indicate they are online
“almost constantly” [11]. There is no doubt that
Internet technology has become a ubiquitous part
of the American landscape. Although data pub-
lished in the last several years is among the most
current, the Internet landscape changes so rapidly
that obtaining accurate data is nearly impossible.

CELL PHONE/SMARTPHONE USE

Cell phones, and increasingly, smartphones, are an
integral part of the fabric of individuals’ lives. As
of 2019, 96% of American adults own cell phones
and 81% have smartphones, up from 64% of adults
who owned a smartphone in 2015 [8; 9]. In 2019,
17% use their smartphones as their sole access the
Internet, as they do not have broadband at home
[8]. Of the 3,181 adults 18 years of age and older
who participated in the Pew American Trends
Panel in 2015, more than three-quarters (76%)
of adults in the United States, including 93% of
young adults (18 to 29 years of age), 82% of adults
30 to 49 years of age, and 55% of adults 50 years
of age or older, indicated that the phone is a way
to deal with boredom [9]. In addition, approxi-
mately 31% of smartphone users indicated that
they use a phone as way to avoid others around
them [9]. Among adolescents 13 to 17 years of age,
approximately 88% had access to a smartphone or
cell phone in 2015, while 12% reported not hav-
ing access to either [11]. In a focus group study
of Australian adolescents and their usage of cell
phones, interesting themes emerged [10]. While
it is not surprising they were attached to their
cell phones, these adolescents expressed that the
number of calls they received on their cell phone
was associated with how valued or loved they felt.
When they could not use their cell phones, they
felt disconnected. This speaks to how cell phones
and smartphones have become entrenched in indi-
viduals’ social and personal lives. Not surprisingly,
71% of parents indicated they were concerned that
their children might be spending too much time
on their devices [161].

Of the 64% of adults with smartphones in 2015,
97% reported using their phones to send and
receive text messages, 93% to make voice or video
calls, 88% to access email, and 74% to visit social
networking sites [9]. Among adolescents 13 to 17
years of age with either a smartphone or cell phone,
90% exchange texts, a significant increase from
38% in 2008 [11]. With the increase in smartphone

usage and the availability of messaging apps and
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social networking sites, the number of texts sent by
adolescents has decreased from an average of 111
per day in 2010 to 30 in 2015, although the amount
of communication has actually increased [11; 12].

SOCIAL NETWORKING

A huge number of individuals are using online
social networking sites like Facebook, Instagram,
Snapchat, Twitter, LinkedIn, and TikTok (previ-
ously Music.ly). In 2019, 71% of adults were using
social networking sites, with those 18 to 29 year of
age the leading users at 90% [13]. As of 2019, an
estimated 69% of Americans 18 years of age and
older used Facebook, 73% used YouTube, 37% used
Instagram (owned by Facebook), 28% used Pinter-
est, 27% used LinkedIn, and 22% reported using
Twitter [13]. Users between 18 to 29 years of age
most frequently use these sites, and those 65 years
of age or older comprise the lowest percentage of

users [13].

In terms of usage, a 2017 study of African American
college students found that 95% had a YouTube
account, 82.2% a Facebook account, and 77.8%
a Twitter account [162]. Almost a half (45.5%)
checked their Facebook account at least once per
day and 18.6% checked two to three times per
day. Additionally, parental supervision of social
networking sites is not as strict as one might think.
In 2016, only 60% of parents with adolescents 13
to 17 years of age reported checking their teen’s
social media profile(s) [15].

THE DIGITAL DIVIDE

Although the use of the Internet and digital
technology is growing and changing rapidly, it is
important to remember that there is also the digi-
tal divide. The term “digital divide” refers to the
social inclusion/exclusion and equality/inequality
of Internet access, which is influenced by socioeco-
nomic differences among various groups, including
racial/ethnic minorities [16]. Extent of access can
be categorized based on three factors: access to the
Internet, frequency of Internet use, and scope of
Internet use [17]. Socioeconomic status plays a role
in each of these factors, as it is necessary to have
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the economic resources to purchase a computer or
digital device, to pay for service, and to allot time
to use the Internet recreationally [17]. Although
structural factors are key determinants to the digital
divide, digital literacy, which is related to level of
education, also plays a role [163]. According to
2015 U.S. Census data, the Internet access racial
gap has decreased. The percentage of African
Americans with Internet access at home increased
from 56.9% in 2012 to 64.9% and the proportion
of Hispanics who reported home access increased
from 58.3% in 2012 to 70.9%; this is compared
with 79.3% of whites with home access in 2015
[7]. Data from the Pew Research Center show that
79% of white households have Internet broadband
while only 66% and 61% of African American and
Hispanic households respectively have broadband
Internet [6]. This divide does not expand to include
Asian Americans, who have greater access to the
Internet at home (88.5%) than whites [7]. The
growing use of cell phones/smartphones and mobile
devices to access the Internet may be responsible
for closing this gap. In 2019, ethnic minorities are
higher users of smartphones as their only access to
the Internet, with 23% of African Americans and
25% of Latinos having only smartphone Internet
access, compared with 12% of white users [8].
They also appear to take fuller advantage of their
cell phone features compared to white cell phone
users [7].

DEFINING CYBERBULLYING

The terminology used to discuss cyberbullying
is complex. For the purposes of consistency and
clarity, the term “cyberbullying” will be used
throughout this course, as opposed to the terms
“cyberharassment” or “cyberabuse,” as the term
cyberbullying is the most frequently used in the
research literature [98]. In this course, cyberha-
rassment and cyberabuse will be considered sub-
types of cyberbullying. Although bullying is often
considered a part of school violence, the term has
been used to describe activities occurring in the
workplace and outside of the school setting.
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As discussed, cyberbullying is defined as the use of
electronic communication disseminated via the
Internet and other digital technologies to frighten,
intimidate, and/or threaten another individual
with resultant emotional distress [1; 131; 132].
Cyberbullying can further be defined as having
five dimensions [164; 165]:

® Interpersonal aggression

e Asymmetrical situation (power imbalance)

¢ Intentional aggression

e Repetition

e Technology used as a vehicle for the
aggression

The terms cyberharassment, cyberabuse, and cyber-
stalking (or online harassment, online abuse, and
online stalking) are often used interchangeably,
which may be confusing.

In general, stalking typically involves two or more
unwanted contacts. The mechanisms of stalking
may be classified into four different categories [19]:

e DPurely online: Stalking occurs completely
online.

e Crossover: Stalking takes place solely online
for weeks, but it then transitions to offline
(e.g., face-to-face contact or postal contact
by the perpetrator), though online activities
may continue.

e Proximal with online: Stalking is initiated
offline but evolves to include online contact.

e Purely offline: Stalking occurs completely
offline.

Examples of cyberstalking include but are not

limited to [19; 133]:

e Obtaining information on the Internet
about the victim in order to harass or
intimidate online or offline

e Sending or posting false information
or messages about the victim

¢ [mpersonating someone online

e DPosting personal information about
the victim online

e Sending computer viruses to the victim

¢ Tracking the victim using hidden webcams
or global positioning systems (GPS)

e Monitoring the victim’s Internet and
computer use using spyware

e Contacting the victim using fake online
profiles

Some experts have defined cyberharassment as
involving the use of electronic communications to
convey sexually lewd or inappropriate behaviors,
while cyberbullying does not. However, for the
purposes of this course, bullying, harassment, and
abuse will refer to repeatedly inflicting negative
behaviors on another individual causing physical,
psychologic, or emotional discomfort or injury
[20]. These negative behaviors may or may not be
sexually inappropriate.

In addition, some have argued that repetition of the
negative behavior is not necessarily a key criterion
in the definition of cyberbullying [134; 135; 165].
For example, an offensive behavior or threat can
be sent or posted online once but then distributed
or posted to larger audiences, because the Internet
provides a mechanism to disseminate information
quickly to a vast number of people [21; 99]. In these
cases, the perpetrator’s behavior is not repetitious,
but the intent is for mass distribution (i.e., repeti-
tion of views or forwards).

Another key dimension of cyberbullying is the
intent to trigger negative feelings in the victim(s)
[134]. In one focus group study, adolescents felt
that the intent of the cyberbullying perpetrator
was to hurt the victim [22]. The authors indicated
that the motivations for the perpetrator varied and
included just wanting to have fun (at the expense
of the victim), not liking the victim, having had
an argument with the victim, or in some cases,
merely wanting to display technologic prowess. In
a focus groups with teachers, parents, and students,
another theme was peer pressure; cyberbullying
was being perpetrated because “everyone else was

doing it” [99].

o)}
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The power imbalance (or an asymmetrical situ-
ation) between the victim and perpetrator is a
vital component in the definition of traditional
bullying [21; 134; 164; 165]. For example, power
differentials in offline bullying might encompass
the bully having larger physical stature or greater
social status, such as popularity. However, this is
not necessarily the case in online harassment. In
cases of cyberbullying, the perpetrator may hold
the power by having technologic skills and/or the
content (e.g., a photo or video) to inflict harm [23;
135]. Consequently, some have said that online
technology itself can create a power imbalance
between the perpetrator and victim. Essentially,
bullying and harassment have become democra-
tized; it allows everyone to participate.

Finally, literature has typically used the term
“cyberbullying” to connote the behaviors of
youths and adolescents, and many organizations
define cyberbullying as bullying using electronic
means instigated by a minor against a minor, while
cyberharassment and cyberstalking is instigated
by an adult toward a minor or another adult [14].
However, as stated earlier, this curriculum will be
employing the collective term “cyberbullying” in
its broadest sense to encompass a wide range of
negative behaviors such as aggression dissemi-
nated through electronic communications and
this appears to be the consensus in the empirical
literature [98]. How researchers measure the dif-
ferent types of aggression and the specific vehicle
of the electronic communication employed are
inconsistent in research studies [98]. Its victims and
perpetrators can include adults, adolescents, and
children, although there is an emphasis on youths
in this curriculum.

In summary, there remains no single consensus
definition of cyberbullying. Having multiple
and potentially conflicting definitions makes it
challenging to research the subject. In a concept
analysis, researchers suggested that cyberbullying
be generally described as “using information and
communication technologies to repeatedly and
intentionally harm, harass, hurt and/or embarrass
a target” [47].

ONLINE AND DIGITAL
MEDIUMS FOR HARASSMENT

There are many different forms of online, digital,
and electronic mediums that are used to bully
or harass someone. The most common mediums
include social media sites, e-mail, text, and instant
messaging [24; 25; 136]. In a 2016 nationally rep-
resentative sample of 4,500 students 12 to 17 years
of age, 34% of students indicated that they were a
victim of cyberbullying at some point, with 17%
of the incidents occurring within the previous 30
days. It was reported that the incident was usually
through social media and included mean, hurtful
comments or spreading of rumors [18].

E-MAIL

E-mail is a form of electronic communication
involving the transmission of messages over the
Internet. Cyberbullying can occur when inappro-
priate messages, photos, pornography, or computer
viruses are e-mailed to the victim.

CHATROOMS/ONLINE GAMES

A chatroom is a virtual community in which a
group of individuals “dialogue” and share informa-
tion with each other asynchronously (i.e., non-real
time). A perpetrator can use this forum to spread
rumors or negative or personal information about a
victim to the group. Once one of the most common
areas in which cyberbullying occurred, chatrooms
have been replaced by social networking websites
as the most common tool of cyberbullying.

Persons engaged in online gaming may harass
other players regarding their performance, extend-
ing bullying to other aspects of their online per-
sona or block them from participating in future
games [166]. There are several online games (e.g.,
Fortnite, Minecraft, League of Legends) with an
interactive component, allowing players to have
discussions and interactions in game. When some-
one harasses an individual when playing games
in the cyber world, this is called “griefing” [100].
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In a 2015 study of 2,315 Taiwanese high school
students, online game use predicted cyberbullying
victimization and perpetration [137]. In a 2019
study, 6% to 21% of participants reported engaging
in cyberbullying and 6% to 31% reported being vic-
tims of cyberbullying on online gaming platforms
in the past six months [166].

BLOGS

Blogs are analogous to website journals. Entries
might include commentary, information about
events, graphics, videos, or images, all of which are
posted by an individual and viewed in chronologic
order. Cyberbullying occurs when an individual
posts negative, private, and/or false information
about the victim and others are encouraged to
enter the blog to read the commentaries.

INSTANT/TEXT MESSAGING

Instant and text messaging are forms of synchro-
nous (i.e., real-time) communication whereby
individuals communicate through text using
computers or other devices, such as phones. When
mean, hurtful, threatening, or humiliating mes-
sages are sent from one party to another, this may
be considered cyberbullying. Text wars or attacks
can occur when a large group of people gangs up
on a victim or victims. During these “wars” massive
amounts of text messages are sent to the victim.

SOCIAL NETWORKING

Social networking is a form of online commu-
nication that consists of three uses of web-based
services [27]:

e Individuals construct a public or semi-
public profile within a bounded system.

e Individuals articulate a list of other users
with whom they share a connection.

e Users can view and traverse their list of
connections and those made by others
within the system.

In a 2020 study of 180,919 children 11 to 15 years
of age in 42 countries, problematic social media use
was related to perpetrating cyberbullying (38% to
86%) and/or cyberbullying victimization (19% to
45%) [167]. Cyberbullying on social networking
sites can occur in a similar manner as via e-mails,
blogs, text messaging, and websites. A survey study
of adolescents found that 17% had reported being
cyberbullied, with online social network sites
being the most common platform [138]. Interest-
ingly, there are several studies that show that the
largest group involved in cyberbullying on social
networking sites is bystanders— those who wit-
ness the bullying of others. A 2011 study found
that 88% of adolescents in the United States have
witnessed bullying/harassment on a social network-
ing site [101].

WEBSITES

It has become relatively easy for anyone to create
a personal website. A cyberbully may create pages
with threatening or hurtful information about a
victim on a specific website. In some cases, the
perpetrator may post personal information and
photos without the consent of the victim. This
information then becomes public domain, with
the possibility of reaching millions of viewers. This
act of placing harmful, insulting, or threatening
comments on a website has been called “trolling”

[100; 139].

These forms of electronic communication all share
the same attribute of reproducibility. A perpetra-
tor can easily harm another individual repeatedly
by simply clicking a button, which then spreads
the negative behavior (i.e., gossip) to a group of

individuals in his/her address book [102].
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FORMS OF CYBERBULLYING

There are many different forms of cyberbullying,
but some of the most commonly encountered are

[28; 29; 102; 134; 140; 141; 142; 143; 168; 169]:

¢ Flaming: Sending messages that are rude
or vulgar in nature about a person via an
online group, e-mail, or instant/text message

e Quting: Posting or sending content about
a person that is sensitive and/or private
(also referred to as “doxxing”)

e Swatting: A form of doxxing whereby
the public release of information and
reporting false emergencies instigates
a law enforcement response (usually
to the victim’s home)

e Exclusion: Deliberately and cruelly
excluding someone from an online group

¢ Cyberstalking: Harassment via the Internet
involving threats and intimidation

¢ Online harassment: Repeatedly sending
offensive messages online

® [mpersonating: Pretending to be the victim
and posting messages or personal photos
in a false profile

¢ Denigrating: Sending or posting untrue
and cruel statements about a particular
person. This can include e-mail or text
insults about another peer’s physical
characteristics, such as looks or weight.
Girls are the more frequent target of insults
than boys, and the insults often focused
on weight (e.g., calling someone a “whale”
or “ugly pig”) and promiscuity or sexuality
(e.g., calling someone a “whore” or “slut”).

e Masquerading: Posing as someone else for
the purpose of sending information via the
Internet that makes that individual look bad.
Some perpetrators manage to steal victims’
passwords in order to access computers or
cell phones and pretend to be that person.
Adolescents report that it is not difficult to
obtain a password, and exchanging password
information is often a sign of friendship.

¢ Online grooming: An individual targets
a minor and gradually gains his/her trust
to ultimately prepare him/her for abuse.

e Internet polling: Creating and disseminating
an online survey with embarrassing or deni-
grating questions and publishing the results.

e Happy slapping: Publishing a video that
displays someone being physically hurt
or humiliated.

interact/vé@activity

Watch the video vignette Cyberbullying 101 on
Internet Safety 101’s website https://internetsafety101.
org/cyberbullying.

Online sexual solicitation is another form of
cyberbullying, whereby perpetrators identify vic-
tims online and entice them to perform sexual
acts on- or offline [29]. Other approaches include
bombing (using a software program to send the
victim thousands of e-mails, resulting in the e-mail
account failing and ultimately being blocked)
and tricking a victim into disclosing sensitive and
personal information in order to disseminate the
information to other people via the Internet [30;
31]. In one study of 1,241 high school students,
10% admitted to filming someone being humiliated
or attacked [30].
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In some cases, perpetrators will assume a new
online identity for the purpose of bullying. In a
study conducted with 365 sixth to ninth graders
in Canada, researchers found that one-third of
the adolescents admitted to taking on different
personalities when they were online, and almost
one-quarter pretended to be a different gender [32].
About 19% said they told people online that they
had a different physical appearance than in real
life, and 15% disclosed assuming another person’s
identity online. In another study, adolescents
admitted to engaging in a variety of cyberbullying
behaviors, including sending insulting e-mails,
targeting strangers in chatrooms, and impersonat-
ing others online [22].

Some cyberbullies are very sophisticated in terms of
their Internet skills, and some have been known to
target institutions or companies by releasing worms
that compromise computer systems [33]. This can
cause computer and network systems to shut down,
ultimately hurting a company’s productivity and
yielding financial losses. Others use their skills to
access private customer information from compa-
nies for dissemination or criminal activity.

Another behavior that can develop into or be a
part of cyberbullying is “sexting.” However, not all
sexting is cyberbullying. Sexting involves dissemi-
nating sexually explicit photos, e-mails, and texts
by cell phone or online [34]. According to a study
conducted by the Pew Internet and American Life
Project, sexting may take place between romantic
partners or it may occur between individuals who
are not in a romantic relationship, but one of
whom hopes to develop a romantic relationship
[35]. When sexting takes place in the context of an
established romantic relationship, it is considered
analogous to sex, according to the teens surveyed.
[t may begin before or after sexual intercourse is
initiated in the relationship.

If sexting data is sent in either of these scenarios,
it may be shared with others outside the relation-
ship without the consent of one of the individuals.
If this occurs, it can be classified as cyberbullying
under some contexts.

In a study of 1,034 ethnic minority 10th graders,
21% of participants had sent a nude or semi-nude
photo or video [103]. Nearly one-third (31%) had
received sexually explicit content. It is estimated
that approximately 15% to 40% of youths are
involved in sexting (depending on how sexting
is defined) [104]. Research indicates that sexting
is often done outside the context of a romantic
relationship and among groups rather than simply
between two individuals [144]. Generally, individu-
als are more likely to receive a sext than to sending
a sext. Boys are more likely than girls to request
and forward a sexually explicit video, photo, or
message [170].

interact/vé@ activity

Watch CBS News Segment “Don’t Ask for Nude
Photos:” Recalibrating Teen Sexting Culture on their
website at https://www.cbsnews.com/video/dont-ask-for-
nude-photos-recalibrating-teen-sexting-culture.

PREVALENCE OF
CYBERBULLYING

[t is not clear whether the prevalence of cyberbul-
lying has increased or decreased over the years.
Some speculate that as the forms of electronic com-
munication increase there is a greater opportunity
for cyberbullying [105]. However, the prevalence
is very difficult to monitor due to the varying defi-
nitions of cyberbullying, the different timeframes
used, and the different study populations research-

ers employ [102; 155; 171].
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CHILDREN AND ADOLESCENTS

Some scholars argue that there is a curvilinear rela-
tionship between age and cyberbullying—it peaks
around adolescence (between the ages of 13 and 15
years) and then decreases with age [100]. However,
the speculation that there is an “age out” effect
with cyberbullying is controversial. The statistics
regarding college students and cyberbullying seem
to contradict this hypothesis.

Estimates of cyberbullying victimization rates
among adolescents range from 3% to 72% [155].
In a survey of Internet users 10 to 17 years of age,
19% indicated that they bullied someone via the
Internet or were a victim themselves in the previ-
ous year [2]. In a 2007 study, 48.8% of adolescents
disclosed being a victim of cyberbullying, with
almost one-third having received an abusive text
message [36]. On the other hand, 21.4% of ado-
lescents in the study admitted to having bullied
someone using technology, typically text messages.
Other reported forms of cyberbullying included
receiving threatening online messages, having
e-mails forwarded to others without consent,
having an embarrassing photo posted without con-
sent, or being the target of a malicious rumor that
was spread online [37]. Girls are generally more
likely to be victims of harassment or abuse online
compared to boys (38% vs. 26%). Furthermore,
adolescents who use social networking sites are
more likely to be victims of cyberbullying com-
pared to those who do not use social networking
sites (39% vs. 22%) [37]. Data obtained from ten
studies conducted between 2007 and 2016 yield-
ing a sample size of 20,000 youths throughout the
United States indicate that 28% have experienced
cyberbullying victimization and 16% disclosed to
having cyberbullied someone [106]. In a separate
2016 study, 34% of adolescents disclosed being a
victim of cyberbullying at some point, with 17%
of the incidents occurring within the previous 30
days [18]. In a 2018 survey conducted by the Pew
Research Center, 59% of adolescents in the United
States reported they had directly experienced at
least one type of cyberbullying [172]. Almost one-
third stated they had someone spread false rumors
about them online.

SEXUAL VICTIMIZATION

In a very early study focusing on online sexual
victimization, almost 20% of surveyed adolescents
had received an online sexual solicitation within
the last year, and 3% stated that they received a
sexual solicitation that was characterized as aggres-
sive, whereby the perpetrator attempted to contact
the youth by mail or phone to meet [38]. In a 2008
survey study examining social networking sites
and victimization, 15% of participants 10 to 15
years of age reported that they had received some
sort of sexual solicitation via social networking
sites [39]. In a 2012 national study in the United
States, 23% of youths indicated that they expe-
rienced exposure to pornography online and 9%
reported an unwanted sexual solicitation online
[107]. In a study conducted in Taiwan, 13% of 11th
grade students had experienced unwanted online
sexual solicitation [108]. The rate of solicitation
was higher among boys than girls (15.9% vs.
10.2%) [108]. In a study of 3,897 adolescents in
Spain, 39.5% reported online sexual victimization.
Among victims, half reported online sexual harass-
ment and one-quarter were exposed to unwanted
sexual content [156].

Online sexual harassment can also be perpetrated
by former or current partners. In a study with 462
girls (median age: 15 years), 90% reported that they
had engaged in sexting when they did not want to.
Reasons given for complying with partner’s requests
to sext included proving love and avoiding conflict
[173]. Revenge porn is another example of sexual
online harassment often perpetrated by a former
or current partner. Typically, this involves post-
ing sexually explicit images or videos of a victim
without her/his consent. In some cases, perpetra-
tors may attempt to extort money or sexual favors
from the victim (“sextortion”) [174].

NetCE e Sacramento, California

Phone: 800/ 232-4238 o FAX: 916/ 783-6067 11



#96423 Cyberbullying and Harassment

RACIAL DISCRIMINATION

Online racial discrimination, another form of
cyberbullying, is also a concern [40]. A study of
340 minority adolescents conducted using three
surveys between 2010 to 2013 measured online
racial discrimination by asking whether partici-
pants had experienced being shown a racist image
online; seeing jokes about people of their race or
ethnic group online; hearing things online that
were untrue about people in their race or ethnic
group; or witnessing people saying mean or rude
things about another person’s ethnic group online.
The researchers found that an average of almost
48% of African American, Latino/a, Asian, and
bi-racial students had experienced online racial
discrimination at least once within the previous
12 months through a social networking site; 21%
of participants experienced online discrimination
specifically through Twitter and YouTube. Text
messaging accounted for 20% of online racial dis-
crimination [40; 41]. Perceived anonymity may be
a partial motivator for perpetrators. A 2017 survey
study showed that nearly 25% of black adults had
been the victims of online harassment due to their
race or ethnicity, compared with 10% of Hispanic
adults, and 3% of white adults. These populations
noted Facebook as being the most prominent
medium of harassment [92].

COLLEGE STUDENTS

The most common digital mechanisms for online
victimization are texts, phone calls, and social
media [162]. In a 2014 online survey study with
297 undergraduate and graduate students at a uni-
versity, 51.5% indicated that they had engaged in
a cyberbullying behavior [109]. In another study,
10% to 15% of college students had received
repeated e-mails or text messages from a spouse,
boy/girlfriend, or partner that were insulting,
threatening, or harassing [42]. The two most fre-
quent types of online harassment among college
students, according to a 2010 study, were sexual

harassment and online pestering [43]. Approxi-
mately 24% of the participants reported having
received inappropriate sexually oriented messages
or unwanted material of a sexual nature, while 28%
had been pestered or irritated by a person online to
the point they no longer wanted to be friends. In
these cases, 17% stated they requested the person
who was sending messages not contact them any
longer, but the contact did not stop [43]. A 2010
survey study of with 439 college students indicated
that 38% of respondents knew someone who had
been a victim of cyberbullying; 21.9% had been
victims of cyberbullying themselves; and 8.6% had
cyberbullied another person [44].

Cyberbullying perpetration or victimization in
high school is likely to continue after graduation
and into college. Furthermore, perpetrators tend to
continue using the same preferred digital vehicle
even as they get older [175].

ADULTS

Although much of the research regarding cyberbul-
lying focuses on youths, adults are also at risk. A
2017 Pew survey of 4,248 adults found that 41%
of Americans have been harassed online, 66%
have witnessed others being harassed online, and
18% have been victims of physical threats and/
or sexual harassment [81]. Common reasons for
cyberbullying included different political views
(14%), physical appearance (9%), race or ethnicity
(8%), and gender (8%). Age is also a factor, with
67% of adults 18 to 29 years of age experiencing
cyberbullying and harassment, compared with 49%
of individuals 30 to 49 years of age and 22% of
individuals 50 years of age or older [81].

Cyberbullying in the workplace has also been stud-
ied. This type of bullying often involves aggression,
threats, insults, and social ostracism [176]. Preva-
lence rates range from 9% to 21% [157]. Victims
tend to be young and active users of professional
social media. In one small study, victims were more
likely to be men in supervisory roles [176].
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INTERNATIONAL PREVALENCE

Cyberbullying is not a phenomenon confined to
the United States; rather, it has become a global
social issue. A cross-cultural comparison of youths
from Canada and China and their experiences with
cyberbullying found that one-quarter of Canadian
7th grade students had been victims of cyberbul-
lying, and the prevalence was slightly higher for
the Chinese students (33%) [3]. However, these
differences were not statistically significant. Mean-
while, 15% of the Canadian students and 7% of the
Chinese students admitted to have bullied some-
one using online communication mediums [3]. In
another large-scale Canadian study conducted in
high schools in Quebec, a total of 8,194 individuals
14 to 20 years of age participated. A total of 22.9%
reported experiencing cyberbullying in the last
12 months [110]. Girls in this study experienced
significantly more cyberbullying than boys [110].

A 2018 cross-comparison study examined differ-
ences in cyberbullying prevalence rates in more
than 12,000 9th and 10th graders in Germany,
Greece, Iceland, the Netherlands, Poland, Roma-
nia, and Spain [177]. In total, 21% reported being
the victim of cyberbullying in the past year. How-
ever, there was significant variability in prevalence
across countries. In this study, Romania reported
the highest rate (37%) while Spain and Iceland
reported the lowest (13%).

In a study of young Australians (younger than 25
years of age) who had self-identified as cyberbul-
lying victims, almost half (49%) stated they were
victims when they were 10 to 12 years of age, 52%
at 13 to 14 years of age, and 29% at 15 to 16 years
of age [48]. The data also demonstrated that they
were victimized multiple times. The most common
vehicles of harassment were e-mail (21%), online
chatrooms (20%), social networking sites (20%),
and cell phones (19%) [48]. In a 2013 quantitative
study with 2,017 adolescents (12 to 19 years of age)
in Greece, 28.3% disclosed that they had been a
victim of cyberbullying and 14.6% indicated they
had perpetrated cyberbullying behaviors [111].

Sociocultural context may play a role in shaping
bullying behaviors both offline and online and
help-seeking behaviors. It has been suggested
that in collective cultures (e.g., Asian cultures)
in which there is an emphasis on the collective
unit and preserving harmony, social conformity
becomes an important dimension in bullying. In
Japan, for example, bullying typically involves an
entire class or a small group of students “gang-
ing up” on a victim. Bystanders will tend not to
intervene because the collective unit is where they
derive their identity. In these cultures, the bullying
behavior usually involves indirect bullying tactics,
such as spreading rumors and social exclusion [49].

Cultural differences in how individuals view them-
selves relative to the external environment may
also play a role in cyberbullying [112]. In Japan,
as in most Asian countries, there is an emphasis
on an interdependent self-construal—viewing
oneself and others within a broader context [112].
In Western cultures, individuals tend to be primed
with independent self-construals—viewing one-
self and others from one’s own perspective [112].
In a longitudinal study of college students in the
United States and Japan, researchers analyzed two
time periods to determine if there were changes in
cyberbullying behaviors. Cyberbullying behaviors
were highest and increased over time with the
U.S. college and the U.S. sample had lower inter-
dependent self-construals and higher cyberbully-
ing reinforcements compared with their Japanese
counterparts [112].

There also appear to be cultural differences in
help-seeking behaviors, with cultures with stronger
respect for authority figures (e.g., China) displaying
more confidence in these figures’ ability to pro-
tect them. It is possible that a culture’s ingrained
respect for authority and hierarchy may make the
involvement of authority figures such as teachers
and school administrators an effective preventive
measure for cyberbullying [113].
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SIMILARITIES AND DIFFERENCES
BETWEEN ONLINE AND OFFLINE
BULLYING/HARASSING

When one thinks of a conventional bully, an image
of a bigger or stronger person dominating a weaker
victim comes to mind. While this may be true in
offline cases, this is not necessarily the case in
cyberbullying. According to some experts, the issue
of physical or social power is not necessarily the
primary issue of the cyberbully; there may not nec-
essarily be an obvious power imbalance between
the perpetrator and victim [21; 141]. However,
context specific skills, such as having more tech-
nologic prowess, may be considered the key form
of power in some cases of cyberbullying [23; 178].
Without very specific online skills, victims may
feel they cannot escape from the bullying [179].

A second difference is that online perpetrators are
more often unknown to their victims; he/she can
be invisible and anonymous [3]. This can make
tracing the identity of the cyberbully difficult, and
more difficult to hold them accountable [33; 178].
Furthermore, as noted, this anonymity may play a
role in the continuation of cyberbullying, as the
perpetrator does not necessarily witness the nega-
tive results of the bullying and may be less likely to
feel remorse or regret [33; 180]. Studies are dem-
onstrating the role of anonymity in cyberbullying.
For example, one study found that 59% of com-
ments posted anonymously were uncivil compared
to 29% of those posted by an individual with an
identifier [114]. In a longitudinal study with 146
college students, researchers found that when the
perpetrator perceived there was anonymity, rates
of cyberbullying increased [115]. Perceived ano-
nymity tends to support positive attitudes toward

cyberbullying. In a focus group study, one young
boy related [50]:

[ think cyberbullying is much worse than
verbal bullying because you cannot tell
anyone about it and then no one really
knows what’s going on. And the person
who is doing it does not feel as guilty
because they are not saying it to your face.

Offline bullying is confined to a particular time and
place; however, with cyberbullying, the harassing
messages can be disseminated very rapidly to a
very wide audience in multiple geographic regions
over an extended period of time [3; 178; 180].
This makes it very difficult to locate the source
of the cyberbullying, but it is easier for the victim
to document the harassment as the messages can
easily be saved [3]. However, there does appear to
be growing evidence of an overlap of traditional

(offline) bullying and cyberbullying [143].

PROFILE OF CYBERBULLIES

In studies of children and adolescents 10 to 17
years of age, boys have been found more likely to be
perpetrators of cyberbullying [46; 51]. Female teen
perpetrators tend to spread rumors online, while
male adolescent cyberbullies tend to post photos
or videos that are hurtful to the victim [116]. Age
also seems to be correlated with cyberbullying, as it
increases with age to a certain point [52]. The peak
frequency in cyberbullying tends to occur between
13 and 15 years of age—spiking in the 8th grade
and declining in the 11th grade [30; 53]. It appears
that younger children are more likely to be bullies
in the traditional sense (offline), but older youths
are more likely to be bullies online; however, it is
not clear what dynamics explain this difference [46;
52]. In part, it may be correlated with increased
access to the Internet and cell phones with less
parental supervision as children age. In addition,
having been a victim of cyberbullying is a strong

predictor for becoming a perpetrator [181; 182;
183].

There are some evidence that cyberbullies are
simply looking for fun—often to entertain them-
selves and those in their circles [158]. However,
other studies indicate that cyberbullies tend to be
more aggressive and generally break more rules
than non-bullies of the same age [51]. Not surpris-
ingly, there is a strong correlation of cyberbullying
with substance abuse and being either a victim
or perpetrator of traditional offline bullying [26].
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Socially, perpetrators tend to have poor relation-
ships and emotional bonds with their parents, less
supervision from their parents, and are more likely
to associate with peers who are delinquent [54].

[t is not surprising that empathy plays a role in
cyberbullying. Those with higher levels of empa-
thy toward cyberbully victims tend to have more
negative attitudes toward cyberbullying in general
and believe that their peers also disapprove of
cyberbullying activities [117]. Because perpetra-
tors are not empathetic toward their victims, they
underestimate the harmful consequences of their
behaviors and tend to view their behaviors more
as innocent pranks or jokes rather than cyberbul-

lying [118].

There is also some evidence that perpetrators
of cyberbullying/harassment score higher levels
of psychopathology compared to their non-
perpetrating counterparts. In a 2014 study with
undergraduate and graduate students, personality
traits of Machiavellianism, subclinical narcissism,
and subclinical psychopathy (called the “Dark
Triad”) were correlated with engaging in cyberbul-
lying behaviors [109]. A 2015 study examining the
Dark Triad and its relationship to cyberbullying
among college students found that psychopathy
(i.e., a lack of empathy and focus on thrill-seeking
behavior) was the most influential predictor to

cyberbullying [159].

There is also another segment of cyberbullies
termed “social climber bullies” [55]. These are
upper social class students who do well in school
and who have leadership positions in school clubs
and extracurricular activities. They know they can
get away with bullying because teachers and school
administrators do not suspect them. Social climber
bullies tend to bully students who are “wannabees”
(i.e., who want to be part of the in-crowd) and
“losers” (i.e., outside of the in-crowd) because they
are less likely to report the bullying.

PROFILE OF
CYBERBULLYING VICTIMS

There are two major categories of cyberbullying
victims: passive and proactive [180]. The majority
of cyberbullying victims are categorized as passive.
They tend to be described as isolated, lonely, inse-
cure, and lacking self-esteem. When victimized,
these individuals typically withdraw. Conversely,
proactive cyberbullying victims respond to bullying
with retaliatory bullying [180].

In general, girls and women tend to be the victims
of cyberbullying, especially specific types of bully-
ing. For example, girls are more likely to have had
a rumor spread online about them than boys [37].

Cyberbully victims also tend to be victims in other
areas of their lives, such as traditional bullying. Not
surprisingly, victims of cyberbullying tend to use
the Internet more and in riskier ways than non-vic-
tims [52; 184]. A study of 935 adolescents between
12 and 17 years of age found that those with active
profiles on social networking sites were more likely
to experience online bullying than those without
profiles [56]. Similarly, adolescents who are daily
users of the Internet and who use social network-
ing sites such Facebook, Twitter, and YouTube are
more likely to report having been harassed online
[37; 41]. Individuals who used webcams at least
once or twice a week or who used message boards
most days of the week were 1.75 times and 1.67
times more likely, respectively, to report having
been cyberbullied repeatedly in the past year [57].
Those who have created online content, such as
developing their own blogs, building websites for
themselves or for others, uploading photos, or
posting to community boards, are more likely to
experience online harassment compared to those
who do not create their own content [37]. This is
not surprising, as motivated perpetrators will seek
out contact and other personal information online
to be used to harass their victims [56].
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A meta-analysis found that victims of cyberbul-
lying tended to be female and to experience high
levels of depression, stress, and/or loneliness [160].
They also tend to have low self-esteem, lower
levels of empathy, and more anxiety [171]. In
addition, they tended to experience other forms of
victimization offline, were frequent Internet users,
had problem behaviors, lived in a negative family
environment, and were less committed to school. A
2020 Chinese study found that cyberbully victims
are more often male and younger [185]. They are
more likely to experience parental conflict and
have higher deviant peer affiliations.

HELP-SEEKING

Although cyberbullying can have devastating
effects on victims, many are reluctant to seek help.
Adolescents have stated they would not necessar-
ily seek help from school staff if they were being
cyberbullied due to [32; 118]:

e Fear of being stigmatized as an informant
e Fear of retaliation from the perpetrator

e Concern of getting friends into trouble

e Belief that it is not a school problem

e Concern that parents would restrict
their Internet activities

e Feelings of shame (i.e., unwillingness to
admit to being not well liked by peers)

A study of children who sought help from a Cana-
dian organization’s cyberbullying helpline found
that the decision to seek parental assistance in
online stalking incidences was contingent on
whether the individual believed the stalker’s
threats were real and credible [50]. The children
expressed concern that they might be punished
if they were to involve their parents, and for the
most part, they felt that their parents and adults
in general were unable to understand the online
environment and cyberbullying [50; 186]. Other
victims minimized cyberbullying, making light of
its effects. Some felt that getting help from adults
was a sign of weakness [187].

POTENTIAL INDICATORS
OF CYBERBULLYING

Signs that youths may be victims or perpetrators
of bullying on the Internet have been identified.

Parents, counselors, and other health professionals
should be aware of [78; 79; 144; 188]:

e Signs of depression or anxiety, particularly
when the Internet is not available or is
inaccessible for periods of time

e Signs of depression or anxiety when
e-mails or instant/text messages arrive

e Hopelessness or talk of suicide

¢ Avoiding use of the Internet and/or devices,
when it was an activity that was previously
enjoyed

¢ Academic difficulties or behavioral problems
offline (e.g., not being on time at school,
dropping grades, relationships suffering)

e Withdrawal from friends and family
e  General aggressive behaviors

e Viewing pornographic material on the
computer

e Sacrificing normally enjoyed offline
activities to participate in Internet activities

e Attempting to maintain level of secrecy
about online activities (e.g., quickly turning
computer off when parent is walking by,
deleting browsing history, turning monitor
screen off when someone walks by)

e [s online or uses devices at all hours,
including night
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THEORETICAL FRAMEWORKS
USED TO UNDERSTAND
CYBERBULLYING

STRAIN THEORY

Strain theory was introduced by Robert Merton in
the early 1930s in his study of wealth. He asserted
that whenever a gap or discrepancy between indi-
viduals’ aspirations and reality exists, frustration
will ensue, and individuals will be more likely use
illegitimate means to accomplish their goals [58].
In the 1990s, Agnew expanded this theory to apply
more broadly to economic aspirations. Agnew
argued that people who experience strain are more
likely to experience frustration or anger and are
then more vulnerable to engaging in criminal or
deviant behavior [59]. Sources of strain could stem
from three sources: positively valued goals that
are not achieved; loss of positively valued stimuli
(e.g., loss of a job, loss of a romantic relationship);
and presentation of negative stimuli (e.g., history
of family violence) [59]. Although social institu-
tions or persons (e.g., parents) can prevent deviant
behavior, it is argued that repeated strains could
weaken the bonds of these social control mecha-
nisms [119]. It is important to note that strain and
deviance are not causal; deviant behavior is a cop-
ing mechanism when strain develops [59].

Since the 1990s, strain theory has been applied
to other behaviors, and it has been posited that
there may be a relationship between strain and
cyberbullying or traditional bullying. In one study
of 1,963 middle school students, a variety of strains
were measured, including receiving a poor grade,
breaking up with a girl/boyfriend, and having a
quarrel with a family member, and level of frustra-
tion and anger was also recorded [58]. The authors
found that strain and anger/frustration were cor-
related to traditional bullying and cyberbullying
even after taking into account gender, race, and

age. Therefore, strain theory may be helpful in
explaining the causes of cyberbullying. Using the
Korean Youth Panel Survey, which includes 3,449
8th grade students, researchers tested strain theory
by hypothesizing that youths who were bullied
in the traditional manner were more likely to be
perpetrators of cyberbullying [120]. This hypothesis
was confirmed, and the authors found that other
strains, such as parental, academic, and financial
strains, also increased the odds of being a perpetra-
tor of cyberbullying.

One study tested strain theory with 3,195 junior
high and high school students [145]. Cyberbully-
ing victimization and the strain of not feeling safe
on the way to school or back to school was cor-
related with using both soft and hard drugs as well
as carrying a weapon. Another study found that
experiencing or having experienced cyberbullying
is a strain that predisposes an individual to future
cyberbullying perpetration [189].

DISINHIBITION THEORY

Disinhibition theory maintains that the Internet
can promote an abandonment of some inhibi-
tions, leading to greater disclosure, less restraint,
greater expressiveness, and less empathy. These
types of behaviors have been classified as the
“online disinhibition effect,” which can fall into
one of two categories: benign disinhibition (e.g.,
self-disclosures) or toxic disinhibition (e.g., foul
language, pornography, violence, bullying) [60].
Some have also termed this phenomenon “toxic
online disinhibition,” defined as the loss of capacity
for empathy and dulled awareness and processing
of social cues [190].

The following characteristics of the Internet may
facilitate online disinhibition [60]:

¢ Dissociative anonymity: A person can
remain relatively anonymous online,
with no name or a false name.
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e Invisibility: For the most part, the Internet,
and particularly websites, blogs, and other
text-based platforms, lends itself to the per-
son’s invisibility. In online communication,
there is no concern about nonverbal cues
and messages sent.

e Asynchronicity: People can interact
and communicate with each other in
non-real time; there is no feedback loop
that discourages negative behavior.

e Solipsistic introjections: Because there are
no immediate social and nonverbal cues
online, one assigns a “voice” and “image”
to another person. This process may be
conscious or unconscious.

e Dissociative imagination: It is easier for
a person to dissociate online fiction and
offline fact.

e Minimization of authority: There is often
minimal or no sense of who the authority
figure is online. If there is an authority figure,
his/her presence is minimized by social cues
present in face-to-face interaction, such as
attire, height, and body language.

Although this is interesting, studies testing disin-
hibition theory’s application to cyberbullying have
not necessarily yielded findings to support these
assumptions. In an anonymous online survey of
youths 12 to 17 years of age, approximately two-
thirds who were victims of cyberbullying stated
they knew who the perpetrator was and half knew
the bully from school [57]. Therefore, anonymity
associated with the Internet does not appear to be
the driving force in the cyberbullying in this age

group.
In another survey of 7th, 8th, and 9th grade
Taiwanese students, instant messaging was the

technology most often used for cyberbullying pur-
poses [61]. Students who used instant messaging

were more likely to be victims and perpetrators
of cyberbullying. If the anonymity component of
cyberbullying were a true motivating factor, instant
or text messaging would not be the best tool, as it
requires login identification. In addition, users of
instant messaging often must first have approved
the conversation and participants [61]. In this
study, among those who experienced cyberbullying,
only 25% did not know the identity of the cyber-
bully, and among those who witnessed a cyberbul-
lying event, 43% stated they did not know who the
bully was. Because the majority of people do seem
to know the identity of the perpetrator, the role
of anonymity in promoting greater disinhibition is
called into question. In a 2020 longitudinal study,
a program designed to challenge college students’
views about anonymity on the Internet was found
to decrease perceived levels of anonymity and
levels of toxic online disinhibition [191]. Two
months after completing the program, researchers
found that anonymity perceptions helped to reduce
cyberbullying perpetration.

SOCIAL PRESENCE THEORY

Social presence theory is somewhat similar to disin-
hibition theory in that it asserts that Internet tech-
nologies might encourage certain types of behav-
iors due to the lack of nonverbal and social cues.
An individual’s sense of social presence decreases
in the online medium, and therefore, deindividua-
tion increases [62]. Because online interactions are
more impersonal, communication can more easily
become aggressive or abusive [62]. For example, it
is simple to cut and paste information and e-mail it
to a large audience without having to witness the
fallout [37]. In a survey of 146 undergraduate stu-
dents, researchers found that aggressor-perceived
anonymity was positively related with cyberbul-
lying [146]. In other words, the more anonymous
these students perceived the Internet being, the
more likely they would cyberbully.
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ONLINE DATING AND
CYBERHARASSMENT

According to a 2019 survey, about 30% of adults in
the United States have used an online dating site
orapp [63]. In the United States, 54% believe that
relationships that begin on a dating site or app are
just as successful as those that begin in person [63].
Popular online dating sites/apps include Tinder,
Bumble, Match.com, OkCupid, Plenty of Fish,
and Grindr [64]. However, many consider safety
to be an issue when using these services. In a small
sample of Internet dating service users, more than
80% used various safety precautions when dat-
ing, such as meeting at a public location; telling
a friend of the meeting; never leaving or going
home with someone they met; never giving out a
home address; never giving out a phone number;
and reporting people who violate dating rules to
the dating service [65].

In a 2012 qualitative study conducted, research-
ers interviewed online dating site users via email
and texting [121]. Participants indicated that the
use of deceit contributed to the riskiness of online
dating. One participant admitted to having two
different profiles, individualizing use of the profile
to match the type of women he wanted to target.
Interesting, although participants acknowledged
that there were dangers in online dating, it was
generally acknowledged only within the overall
context of the danger of the Internet. Participants
also contextualized that any danger was rooted in
other people behaving badly [121].

Patterns of use may vary among online dating
websites, but researchers have found a theme of
control. Implementing mechanisms to control how
the situation will play out in an offline environ-
ment surfaced as a prominent theme that touches
indirectly on online dating safety [66]. Participants
in one study described the process of how they

negotiated the transition from online dialoguing
to the first face-to-face meeting with the person
they had been conversing with on the Internet, and
common characteristics included meeting during
the day in public places and ensuring that there
is an easy exit strategy (e.g., meeting for coffee).

There have been few studies about cyberbullying
and online dating. In a 2001 study of female adult
customers of online dating sites, 26.8% stated they
experienced receiving unsolicited obscene e-mails
and 15.6% stated they experienced flaming [65]. In
this study, the cybervictimization did not necessar-
ily translate into offline harassment or victimiza-
tion. In a study with 433 university students, more
than half of the participants disclosed to having
experienced dating abuse via the Internet in the
past six months, with jealousy and control being
primary motivating factors [147]. In a survey study
with 424 sixth graders, almost 15% disclosed hav-
ing perpetrated cyber dating abuse at least once
[192]. The theme of control and the desire to
monitor a dating partner’s activity also arose in a
study of high school students [148]. Participants in
this study reported using social media as a form of
electronic intrusion to monitor the whereabouts of
their partner. There is also a relationship between
cyberbullying and online dating victimization—
those who have been victims of cyberbullying are
four times more likely to also be a victim of online

dating abuse [179].

Youths also use online mechanisms to date or
engage in romantic relationships [29]. A study of
youths 11 to 14 years of age found that adolescents
used the Internet as a developmental platform for
romantic and sexual experiences, building friend-
ships and romantic relationships. Adolescents rely
on their devices to feel connected to their friends
and to their partners. Victims of online dating
violence may feel that they cannot escape their
abuser because they are reliant on their device for
connection to others [179].
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As young as 13 years of age, youths described
their online sexual and romantic relationships as
intense and committed. Sexual encounters ranged
from cybersex or cybering, which refers to having
blatant sexual conversations, to flashing, which
is displaying nudity via a webcam or video mes-
sage. The online environment appears to make
younger individuals overly confident, and their
sexual activities were often detached, impersonal,
and anonymous [29].

Over the years, as dating websites have become
more popular, states have attempted to enact
statutes to protect users. For example, some states
require dating websites to have criminal back-
ground checks in place [122]. In addition, it is now
common for dating websites to have educational
information for users about how to protect them-
selves when making arrangements to meet offline

[122].

DIGITAL TECHNOLOGY AND
INTIMATE PARTNER VIOLENCE

Many U.S. states are just beginning to effectively
address the growth of technologies and their role
in intimate partner violence. However, domestic
violence victims who typically can resort to pros-
ecuting their perpetrators and filing civil protection
orders have had a more challenging time when the
violence and stalking takes place online [123]. As
of 2017, all 50 states and the District of Columbia
have laws regarding bullying. Of those, 23 states
specifically address “cyberbullying” and 48 states
included electronic harassment [93]. However,
those states that did not address specific terms such
as “cyberbullying” and “cyberstalking” in their stat-
utes may leave domestic violence victims finding
themselves in a predicament [93; 123].

Domestic violence has been defined as “a pattern of
assaultive and coercive behaviors, including physi-
cal, sexual, and psychologic attacks, and economic
coercion that adults or adolescents use against their

intimate partners” [67; 68]. Domestic violence can
include any behavior that is meant to “intimidate,
manipulate, humiliate, isolate, frighten, terrorize,
coerce, threaten, blame, hurt, injure, or wound
someone” [94]. Stalking is common among domes-
tic violence perpetrators as a means to threaten
and control victims. The three technologies most
frequently used to stalk are smartphones, mobile
phones, and social media [149].

A 2017 report by the Centers for Disease Con-
trol and Prevention (CDC) examining intimate
partner violence indicated that 15.8% of women
experienced stalking within her lifetime [69]. Of
these women, 75.8% reported receiving unwanted
text messages, phone calls, and voice messages, and
13.6% reported receiving unwanted emails and
messages on social media [69]. The report showed
that 61.5% of female stalking victims were stalked
not by a stranger but by a current or former intimate
partner [69].

Men also are victims of stalking; in fact, a survey
study involving 689 men and women found that
women were more likely to cyberstalk than men
[133]. In the CDC report, an estimated 5.3% of
men reported a lifetime prevalence of being stalked
[69]. Of these men, 72.1% indicated receiving
unwanted text messages, phones calls, and voice
messages and 13.2% received unwanted emails,
instant messages, and social media messages [69].

In a 2009 study conducted by the Technology
Safety Project of the Washington State Coalition
Against Domestic Violence, a program designed to
educate the community, domestic violence victims,
and domestic violence advocates about the role of
technology in domestic violence and promoting
technology safety, one-quarter of the women had
the browser history on their computer monitored,
and 23.6% stated that they had received threat-
ening e-mails repeatedly [71]. An additional 18%
indicated that someone monitored their e-mails.
However, a 2017 report by the National Network
to End Domestic Violence notes that abusers often
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use electronic means to spy or eavesdrop on their
victims. These researchers found that 97% of abus-
ers used social media and other programs to stalk,
harass, and control their victims, showing the
growing use of technology in domestic violence

and abuse [70].

The increasing sophistication of digital technology
has affected how perpetrators control and monitor
their victims’ movement through the use of GPS,
wireless video cameras, and tracking apps [193].
Similarly, Internet technology has been used by
perpetrators to determine and track victims’ plans
and movements. If a victim is not technologically
sophisticated, she or he can inadvertently provide
more information than she or he intends to the
abuser. For example, abusers can monitor victims’
e-mails by simply looking at website browser
histories and reading deleted e-mails or browsing
through deleted files [72]. Abusers may also disrupt
victims’ messaging system by bombarding with
messages or assuming victims’ identities to send
messages to others [194]. Increasingly sophisti-
cated and easily accessible software, hardware,
and spyware programs allow abusers to monitor a
victim’s computer or smartphone without his or her
knowledge. If one of these programs is installed,
alerts reporting the victim’s computer activity,
including e-mails sent and websites visited, may be
sent to the abuser [72]. Keystroke loggers, hardware
devices plugged into the keyboard, may also be
used to record everything typed, such as e-mails

and passwords [72; 194].

As digital technology has advanced, there have
been concerted efforts to protect domestic violence
victims from online crimes. In Ohio, for example,
a “do not track” legislation was brought forth that
allowed Internet and smartphone users the ability
to prevent anyone from tracking their personal
information and whereabouts. This type of legisla-
tion may be used by domestic violence victims to
protect their safety [124].

PSYCHOSOCIAL CONSEQUENCES
OF CYBERBULLYING

Undoubtedly, cyberbullying has deleterious conse-
quences. There has been some research that shows
that the severity of the negative effects may vary by
the means by which the cyberbullying is performed.
For example, posting negative or invasive photos or
video has the most serious consequences. Online
cyberbullying is associated with more negative
emotional repercussions than cyberbullying by
phone or text message, as the message is often more
widely spread and causes more humiliation [125].

Many psychosocial effects of cyberbullying have
been noted in victims. Youths who experience
bullying of any kind often face academic prob-
lems, perhaps in part because they are distressed
and preoccupied. Teachers will often report that
victims’ grades drop precipitously, and some will
have other academic problems, such as cutting
classes, increased detentions, and carrying weap-
ons to school [54; 73]. This may be the result of
no longer viewing school as a safe place. Poor
academic performance and behavioral problems
have been found to continue for years after experi-
ences of cyberbullying [150]. Adult victims have
reported sleep problems, job dissatisfaction, and
health and mental health issues [165]. The most
significant psychologic effects appear to be depres-
sion and anxiety. Depression is also associated with
cyberbullying victimization, with victims reporting
increased sadness, anger, and anxiety [74]. These
negative ramifications appear to apply in many
countries and cultures [125]. Situational charac-
teristics (e.g., level of social support, emotional
intelligence, coping skills, empathy) can moder-
ate psychosocial consequences [165]. Those with
higher levels of interpersonal emotional compe-
tence are better able to ameliorate the psychologic
distress of cyberbullying better than those with
lower levels [195].

NetCE e Sacramento, California

Phone: 800/ 232-4238 o FAX: 916/ 783-6067 21



#96423 Cyberbullying and Harassment

Task Force, a history of being bullied is a
possible risk factor for suicide attempt.

H According to the U.S. Preventive Services

cbencesasen | (NEEPS://www.uspreventiveservicestaskforce.

recomienoaron Orgfuspstf/recommendation/suicide-risk-
in-adolescents-adults-and-older-adults-

screening. Last accessed November 11, 2020.)

Level of Evidence: Expert Opinion/Consensus
Statement

In one study, youths who reported receiving an
unwanted sexual solicitation online were 3.5
times more likely to experience major depression
symptoms [75]. In terms of gender, boys were 2.5
times and girls were two times as likely to disclose
experiencing major depression if they had expe-
rienced unwanted online sexual solicitations.
Similar negative psychologic effects have been
reported in adolescents experiencing online racial
discrimination. High school students who experi-
enced online racial discrimination are at greater
risk for depression and anxiety, with girls reporting
more symptoms compared to boys [40].

[ssues of self-esteem seem to be a problem for both
perpetrators and victims of cyberbullying, even
after controlling for age, race, and gender [76].
Coupled with increased depression and anxiety,
it is not surprising that suicide resulting from
cyberbullying and victimization has become a
social problem. In a study of 2,000 middle school
youths, suicidal ideation was higher among those
who were either victims or perpetrators of bul-
lying or cyberbullying [77]. Being a victim is a
slightly stronger predictor of suicidal thoughts and
attempts; victims of cyberbullying were 1.9 times
more likely and perpetrators of cyberbullying were
1.5 times more likely to have attempted suicide.
The adverse psychosocial consequences stemming
from cyberbullying may be due to the fact that vic-
tims feel that because of online anonymity, there
is no safe haven [100].

Not surprisingly, biophysical mechanisms that
influence stress and anxiety levels are activated in
cases of cyberbullying. Cyberbullying victims and
bystanders experience increased levels of cortisol
secretion [151]. In a longitudinal study of high
school students, adolescents who were cyberbully-
ing witnesses, perpetrators, and victims (all three
roles) were 1.47 times more likely to use several
substances over time than those who had only
witnessed cyberbullying [196].

RISKY INTERNET BEHAVIORS

Risky and safe Internet behaviors have become an
issue in most households given parental concerns
that children might fall prey to online predators or
be exposed to inappropriate material. Many parents
are attempting to take on an active role in the
monitoring of their teen’s online behavior. In one
study, parents monitored their teen’s online activ-
ity through checking websites that the teen had
visited (61%), checking their teen’s social media
profile(s) (60%), looking through phone records
(48%), using parental controls to monitor (48%),
using parental controls to restrict use (16%), and
tracking location through use of GPS/phone apps
(16%) [15]. Although there is technology avail-
able to monitor children, parents of younger teens
tend to rely more on personal engagement than
technologic solutions [15].

Internet technology has also changed the face of
developing friendships in youth. In 2015, 57% of
adolescents had met a friend online and 29% had
made five or more friends online; however, only
20% of those friends made online have been met in
person [95]. Boys were more likely to report making
friends online (61%) compared with girls (52%)
[95]. Social media and gaming sites are the most
common platforms for teens to meet new people,
with 36% of all adolescents making friends on
Facebook or Twitter and 21% making new friends
while online gaming [95]. A study surveyed 251
adolescent girls, 14 to 17 years of age, and found
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that 30% had met an online “friend” offline with-
out fully confirming the other person’s identity [80].

In a study with 147 teens and young adults (15 to
24 years of age), participants were asked to com-
plete a survey about experiences with cybervictim-
ization. A content analysis of the participants’
Facebook profiles found that greater numbers of
Facebook friends predicted victimization [126].
Having a strong presence on Facebook and a wide
social network increases one’s online profile and
can increase the risk of meeting a stranger and of
victimization [126; 197]. In another study, per-
sons who frequented online games and chatrooms
were more likely to be victims and perpetrators
of online sexual solicitation than those who were
not involved in online gaming or chatrooms [108].
Parental rules regarding Internet use, including
how long adolescent children can be online,
oversight of activities, and checking accessed sites,
were not predictors of whether or not adolescents
would have an offline meeting with someone they
met online [82].

However, children who are online are not nec-
essarily in grave danger from online predators
[83]. Rather, because of a lack of familiarity with
technology, general concern with adolescents’
sexuality, and parental fears about losing control,
the media and parents have created a moral panic
with little data to justify the fear. In a 2008 study,
researchers found that none of the youths in the
study who posted personal information online
were exposed to sexual predators [83]. However,
other risky Internet behaviors, such as interacting
online with a stranger, chatting online about sex,
seeking pornography, and accepting strangers to
friends lists, make adolescents more vulnerable.
Essentially, there is no single risky Internet behav-
ior that places youths at risk; engaging in a cluster
of Internet risky behaviors increases vulnerability
[84]. For example, students who post photos online
were also more likely to visit sex websites, chat
online about sex, and seek information about sex
online.

In general, scholars and researchers maintain
that the skills acquired by using the Internet and
conversing in online social networking sites can
assist in facilitating youths’ confidence, com-
munication skills, team building, and other skills
that are necessary in a highly technologic world.
Therefore, it is not realistic to merely prohibit the
use of online technologies. Instead, prevention and
educational efforts for health professionals, parents,
adolescents, and young adults should focus on risky
behaviors and skills to recognize, refuse, and report
online predators [84].

Parents, adolescents, and children should also be
educated about the types of Internet behaviors that
are considered risky, including [45; 95]:

e Posting a full name on publicly accessible
Internet profiles, such as discussion forums,
message boards, social media platforms,
blogs, and/or chat rooms

e Posting contact information (e.g., phone
numbers, e-mail addresses, city and state)
on the Internet

e DPosting photos of oneself on the Internet

e DPosting what is considered a provocative
or sexy picture of oneself on the Internet

e Sharing passwords, even with close friends

e (Creating what might be considered a
provocative user name or e-mail address

e Making one’s profile visible to all Internet
users

e (Creating a gender-specific e-mail address

¢ Inviting strangers to one’s social
networking site

e Accepting strangers to one’s social
networking site

® Entering a sex chatroom

e Agreeing to meet someone offline after
minimal Internet exchanges

e Downloading pornographic images from
pornographic websites

e Talking with a stranger about sensitive
topics (e.g., sex, relationships)
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e Returning an e-mail from a stranger

e Posting one’s plans on the Internet
(e.g., plans for the day or a specific time)
e Using a webcam to talk to a stranger on
the Internet

e Accepting file transfers or links from
a stranger

—— interact/vé@ activity
Watch Internet Safety 101’s video Risky Youth

Behavior on their website at https://internetsafety101.
org/predatorsrisk.htm.

PREVENTION AND
INTERVENTIONS

A three-tiered model may be used to provide a
framework in developing prevention and inter-

vention approaches specific to cyberbullying [152;
180; 198]:

e Tier I: A common definition and policy
for cyberbullying is shared by all relevant
stakeholders (e.g., victim, perpetrator,
parents, educators). Practitioners learn
the jargon associated with social media
and how to use these apps in order to

build credibility.

e Tier 2: Prevention and intervention
strategies are developed for those who
may be at-risk for cyberbullying or are
victims of cyberbullying. For example,
educational groups are started that teach
empathy and assertiveness skills to at-risk
youth. Practitioners involve parents to
address the issue appropriately with their
children (not simply take away devices).

e Tier 3: Interventions are developed for those
who have been affected by cyberbullying or
those who perpetrating cyberbullying. For
example, a crisis intervention strategy is
offered to meet the mental health needs of
victims of cyberbullying. If a victim requires
transfer to a new school, practitioners help
to negotiate the process. A restorative justice
perspective may be taken, when appropriate,
when there is an attempt to reconcile the
victim and perpetrator.

EDUCATION ON INTERNET SAFETY
AND RISKY INTERNET BEHAVIORS

Education is a key component in the prevention of
cyberbullying, and education about Internet safety
can occur on several different levels—with parents,
youths, and young adults. Although the majority
of individuals practice Internet safety behaviors to
some extent, in one study 25% of young women
reported having posted a sexy or provocative photo
of themselves on the Internet in the last 12 months
and 25% talked to someone online they did not
know about sex, relationships, and other personal
topics [45]. Approximately 10% of the sample
indicated they had met someone offline after a few
online exchanges. Of course, while the majority of
users have not engaged in risky Internet behaviors,
those who have may be targeted for more education
regarding what constitutes risky behavior and how
to avoid victimization.

In an in-depth study with 48 high school stu-
dents, participants were asked to identify factors
that would be important in helping to prevent
cyberbullying [127]. The majority felt that there
should be more explicit discussions in order to raise
awareness about the Internet environment. For
example, when an individual engages in an online
conversation, he or she should understand that
they are “talking” to a stranger who may or may
not have represented him/herself accurately. One
interesting point is that the participants discussed
the importance of others raising their awareness
of risky Internet behaviors but not their own
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[127]. This may speak to the fact that youths do
not necessarily see themselves in danger (feeling
“invincible”). These points should be addressed in
educational materials and programs for the preven-
tion of cyberbullying.

Parental supervision and monitoring is also vital.
Three dimensions of effective parental monitoring
have been identified: control, solicitation, and
disclosure [128]. Parental control refers to efforts
on behalf of the parents to restrict their children’s
behaviors through rules. Parental solicitation
pertains to parents’ efforts to obtain informa-
tion by questioning their friends, teachers, and
coaches. Disclosure refers to a child’s willingness
to honestly tell parents about his or her behaviors
[128]. Parent/child digital contracts may be used
to outline parental monitoring expectations and
to incorporate discussion of healthy and positive
technology use [199]. Resources for digital con-
tracts are available at https://mediatechparenting.
net/contracts-and-agreements.

Overall, studies indicate there is a discrepancy
in reports by parents and children about parental
supervision and monitoring of the Internet. Par-
ents tend to report that they have more rules for
Internet usage, while children report fewer parental
rules [85]. Parents may underestimate how often
their children use the Internet and engage in risky
Internet behaviors in part because they are less
competent with technology and less informed
about the Internet [85]. At the same time, another
study found that the more parents try to restrict
their children’s online activity, the more risky
online activities they engage in [128].

With this in mind, there are safety tips parents may
implement in order to minimize the chances of
online victimization of their child or children [78]:

e Place the computer in an area where there
is a lot of traffic to prevent youths from
being completely isolated, minimizing their
ability to freely explore on the Internet.

e Specify where laptops, smart phones,
and tablets may be used.

e Implement a schedule for Internet use.

® Encourage computer and Internet use
when a responsible adult is present.

e Use screensavers of important people to
prevent the person using the computer
from falling into a trance-like state.

Practitioners should encourage parents to get
involved with the social media platforms their chil-
dren use [153]. Parents may also monitor and check
their children’s phones’ security settings [153].

Parents, counselors, and other helping profession-
als cannot effectively advocate for Internet safety
and avoidance of risky behaviors if they themselves
are not familiar with various technologies. It is
important to experience social networking sites,
blogs, chatrooms, and other online technologies
firsthand. Professionals and parents must also
acknowledge that the Internet is not simply a
venue to locate information; it has become a place
for youths and young adults to socialize [86]. Just as
individuals have been socialized to recognize cues
when situations are perceived to be unsafe or to
not frequent certain locations during certain times,
this now extends to the Internet.

PROSOCIAL SKILLS TRAINING

Using cognitive behavioral techniques, cyberbul-
lying education can focus on an individual level
or group format. Topics such as social skills, an
ethics of caring, conflict resolution, impulse con-
trol, and promotion and facilitation of empathy
and personal responsibility should be the focus
of educational curricula [32; 33]. In a 2014 study,
adolescents were asked to identify solutions for
cyberbullying; the strongest suggestions were to
provide counseling/support services; to establish
an anonymous helpline to report cyberbullying;
to develop a more respectful school culture; to
suspend or expel perpetrators of cyberbullying; and
to develop strong anti-cyberbullying policies [32;
97]. Although youths indicated a wish to report
witnessed or experienced cyberbullying, fear of
reprisal was a major barrier. Therefore, they felt
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a mechanism to report cyberbullying and harass-
ment that protected anonymity was vital [32; 97].
Other suggestions included interventions to help
youths develop a healthy and positive self-esteem
and self-concept.

Imparting social skills, such as fostering empathy
and self-efficacy, is also an important theme in
cyberbullying prevention [200]. Educators, parents,
and practitioners often assume that adolescents
and young adults understand and know how to
extend empathy and fairness, but this is not always
the case. These individuals may benefit from
education on how to respond to cyberbullying
in a non-aggressive, empathetic, and thoughtful
manner [200]. Adolescents who intervened or who
were merely bystanders in cyberbullying situations
score high on empathic levels, but adolescents
who score high on social self-efficacy are more
likely to intervene compared to those who scored
low on social self-efficacy, who were more likely
to engage in passive bystanding behaviors [87].
Social self-efficacy is defined as one’s perception of
oneself and perceived competence in navigating
social situations and being assertive and proactive
in interpersonal relationships. In other words,
regardless of adolescents’ ability to empathize
with victims, perceived ability to do something
effective predicts whether they will intervene.
Adolescents who score low on self-efficacy may not
necessarily know what they can do to help, may be
afraid of retaliation, or may be afraid of doing the
wrong thing and exacerbating the situation [87].
Therefore, adolescents should be taught assertive-
ness skills for a variety of situations in order to
minimize the pressure to conform to group norms.
For example, prevention programs that emphasize
peer support, peer mediation, and peer mentoring
might be beneficial [87]. For example, researchers
who conducted a recent study with Turkish ado-
lescents found that those adolescents who were
less empathic were more at risk for engaging in
cyberbullying. Their study results demonstrated

that the combined effect of affective (i.e., expe-
riencing someone else’s feelings) and cognitive
(i.e., taking another’s perspective) empathy played
a vital role in influencing adolescents’ participa-
tion in cyberbullying. Consequently, some experts
recommend empathy training in an attempt to
reduce participation in cyberbullying [125]. Teach-
ing both affective empathy (“My friend’s negative
feelings as a result of experiencing cyberbullying
do affect me.”) as well as cognitive empathy (“I
can understand why my friend who experienced
cyberbullying is upset.)” is vital [125].

However, certain dimensions of empathy may be
more predictive of perpetrating cyberbullying. For
example, in a study with 72 young adults, lack of
emotional congruence (defined as the correspon-
dence between the person who perceives the actual
emotional experience and the target’s actual emo-
tional experience) was predictive of cyberbullying
[154]. As such, it may be worthwhile to develop
online exercises or games to enhance individuals’
emotional congruence.

EDUCATION ABOUT
CYBERBULLYING AND HARASSMENT

Due to the rapidly changing nature of the Inter-
net and digital technology, parents, educators,
practitioners, and youths will require continual
education regarding cyberbullying and harass-
ment, how it occurs, and its impact. The etiquette
that applies to interacting offline should also be
applied to interacting online, and individuals of all
ages should have a clear understanding of how to
behave properly on the Internet. Sanctions should
be imposed when inappropriate behaviors occur on
school grounds and at home [88]. Educators and
parents may employ an Internet use contract and/
or a cell phone use contract to explicitly delineate
what is appropriate and inappropriate in terms
of Internet and cell phone behaviors [88]. These
contracts should be reviewed by all parties and be
placed by the computer as reminders.
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Because cyberbullying is often perceived to be
anonymous, perpetrators believe they can get
away with the offense and victims believe they
have no recourse. However, there are steps that
can be taken to address these behaviors. Victims
of cyberbullying should not erase messages, as
they can serve as evidence. The police, Internet
service providers, and/or telephone companies
may use these messages and the associated data to
track the origination of the message [33]. This can
allow victims to gain some sense of control over
the situation.

Overall, the prevention of cyberbullying must be
viewed as a several-prong approach, with educa-
tion at many levels. Collaboration with teachers,
school counselors, school administrators, and stu-
dents is key to making education effective [129].
Cyberbullying among youths may be related to
poor parental monitoring and poor parent/child
emotional bonding [54; 87]. However, this does
not mean that parents should be the sole target for
prevention education. Instead, educators, youths,
practitioners, and parents should all learn about
Internet safety. It should not be assumed that adults
are the most effective teachers regarding cyberbul-
lying. Student mentors can be highly effective in
disseminating information about cyberbullying,
Internet risky behaviors, and positive online inter-

active skills [96; 200].

COMMUNITY ADVOCACY
AND COLLABORATION

Social workers, counselors, physicians, nurses,
educators, lawyers, and other professionals can
work collaboratively with parents and commu-
nity leaders to develop policies and interventions
that deal directly with cyberbullying and harass-
ment [186]. Policies that establish appropriate
Internet behavior etiquette and codes of conduct
and consequences for violating these codes must
be clearly communicated to all parties. Training
should involve local community leaders, school
administrators, teachers, and other professionals

and should focus on different forms of technol-
ogy and how they are used to cyberbully. Because
many administrators may be digital immigrants,
as discussed, they must be empowered to make a
difference despite lacking technologic savvy [4].

CRISIS INTERVENTION
AND COUNSELING

In cases of identified cyberbullying, victims may
benefit from crisis intervention and counseling
[89]. The seven-stage crisis intervention model is
often used with these clients.

Stage 1

The first stage involves assessing the client’s level of
danger. Depending upon the type of cyberbullying
the victim experienced, the victim’s level of distress
may vary. Determine the severity of the distress and
if the victim is at risk of hurting himself/herself.
Equally important is assessing the victim’s risk of
being hurt by the perpetrator.

Stage 2

Establishing rapport is the next step. Frequently,
victims are ashamed about the cyberbullying or
harassment, feeling that they are to blame. Oth-
ers are reluctant to disclose the cyberbullying
and harassment, believing that their parents may
impose strict monitoring and supervision or that
the repercussion from the perpetrators will be
severe. Adults may feel embarrassed. The goal in
this stage is to provide a supportive and safe envi-
ronment in which the victim can tell his/her story
about the cyberbullying.

Stage 3

Next, it is important to identify the major problems
to address. Practitioners can assist cyberbullying
victims by first evaluating his or her emotional sta-
tus and determining the extent of the psychologic,
emotional, and social impact of the cyberbullying.
This will inform the treatment plan by illuminating
specific areas that should be addressed.
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Stage 4

The fourth stage involves exploring feelings. Ques-
tions should be posed about victims’ feelings and
perceptions of how safe they feel at home and at
school [79]. Victims can be asked to define what
cyberbullying and harassment mean to them and
what types of losses they have experienced (e.g.,
loss of safety, control, certainty, and/or trust) [90].

Stage 5

Exploring alternatives is stage 5. It is important
that victims feel that the counseling process is
collaborative. Victims should voice their feelings
or thoughts about the various alternative solutions
that may be implemented.

Stage 6

In stage 6, develop a concrete, solutions-focused
action plan. Crisis intervention is based on a
problem-solving orientation, whereby the situa-
tion is immediately assessed. The type of assistance
is decided upon, and a concrete plan of action is
implemented. The specific action plan will vary
depending upon the type, extent, and severity of
the cyberbullying.

Stage 7

Finally, it is essential to follow-up with the victim.
When the immediate stress from the crisis has sta-
bilized, reinforce proactive techniques used by the
victim to promote adaptation and coping [91]. It is
important to reassure victims that fear is a normal
response and the fear and anxiety experienced
might last for a while, which is normal. Fear can be
used in a positive manner to serve as a protective
mechanism, ultimately empowering victims to be
more proactive in taking online safety precautions
[90]. When instances of cyberbullying occur, it is
recommended that it is documented fully [129].

Art-based therapeutic modalities have also been
suggested to assist cyberbullying victims and per-
petrators [186]. Role playing and psychodramas,
for example, can be used to teach and practice
assertiveness to victims, to teach empathy to
perpetrators, and to model appropriate responses
to bystanders. Art-based therapies can facilitate
discussion of experienced trauma and expressions
of anger and frustration.

CONCLUSION

Due to the seeming invisibility and anonymity
of the Internet, cyberbullying and harassment
have become serious social concerns. The solu-
tion is not necessarily to avoid the Internet and
other digital technologies; rather, more Internet
safety education and prevention information are
needed to raise awareness for youths, adults, par-
ents, and practitioners. Adults, including helping
professionals, who are not confident and do not
feel well-versed in new digital technologies must
acknowledge that the Internet is a new space for
individuals to connect and converse, both posi-
tively and negatively. Having the knowledge and
skills to help cyberbullying victims is necessary in
this new era.

RESOURCES

Cartoon Network

Stop Bullying: Speak Up Campaign

An initiative started by the Cartoon Network, Stop
Bullying: Speak Up seeks to empower all kids to
take part in the growing movement to help bring
an end to bullying by offering online tools, docu-
mentaries, and parental guides.
https://www.cartoonnetwork.com/stop-bullying

Common Sense Media

A cyberbullying toolkit and other educational
materials for safe media use.
https://www.commonsensemedia.org
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University of New Hampshire

Crimes Against Children Research Center:
Technology/Internet Victimization

The Center conducts research and offers resources
about crimes against children for the public, policy
makers, law enforcement personnel, and other
child welfare practitioners.
http://www.unh.edu/ccrc/internet-crimes

Cyber Bully Help
Provides resources for educators.
http://cyberbullyhelp.com

Cyberbullying Research Center

Clearinghouse that provides current resources
and information about cyberbullying among ado-
lescents.

https://cyberbullying.org

eSafety

An education program about online safety in
Australia.

https://esafety.gov.au/key-issues

Embrace Civility

Organization focused on cyberbullying and harass-
ment and safe Internet use.
http://www.embracecivility.org

Federal Bureau of Investigation

Protecting Your Kids on the Internet
Government publication focused on education for
parents regarding safe Internet use for children.
https://www.fbi.gov/scams-and-safety/protecting-
your-kids

GetNetWise

A public service sponsored by Internet industry
corporations and public interest organizations to
help ensure that Internet users have safe, con-
structive, and educational or entertaining online
experiences.

http://www.getnetwise.org

National Center for Missing

and Exploited Children

NetSmartz

An interactive educational program that provides
educational resources to help children be safe
online.

https://www.missingkids.org/NetSmartz

Privacy Rights Clearinghouse

A nonprofit consumer organization to provide
consumer information and advocacy. One of the
main goals is to raise consumers’ awareness of how
technology affects personal privacy, including
information about stalking.
https://privacyrights.org

SafeKids.com

Provides educational resources on Internet safety
for youths.

http://www.safekids.com

StopBullying.gov

Provides information and resources from various
government agencies.
https://www.stopbullying.gov

National Network to End Domestic Violence
Technology Safety

Information and toolkits for victim service agen-
cies and survivors of intimate partner violence and
sexual assault.

https://www.techsafety.org

U.S. Department of Justice

Computer Crime and Intellectual
Property Section

Government site focused on cybercrime.
https://www.justice.gov/criminal-ccips

Virtual Global Taskforce

An organization focused on building partnerships
to protect children from online abuse.
http://virtualglobaltaskforce.com
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SELF-ASSESSMENT QUESTIONS
#96423 CYBERBULLYING AND HARASSMENT

After reviewing the course, complete the following Self-Assessment Questions.
Receive immediate feedback by reviewing the Study Guide provided on pages 39-40.
Please record the number of questions you correctly answered on the Evaluation.
The Evaluation must be completed in order to receive credit for this course.

This 5 contact hour/credit activity must be completed by November 30, 2023.

1. Among adults, which of the following age-
groups is most likely to use the Internet?
A) 18 to 29 years of age
B) 30 to 39 years of age
C) 45 to 59 years of age
D) 65 years of age and older

2. The term “digital divide” refers to

A) the number of people with cell phone access.

B) the time during which an individual is away
from digital technology.

C) the differences in Internet usage patterns
among different countries.

D) the social inclusion/exclusion and equality/
inequality of Internet access.

3. In terms of cyberstalking, crossover refers

to stalking that

A) occurs purely online.

B) occurs purely offline.

C) takes place online initially, but transitions
to offline.

D) s initiated offline but evolves to include
online contact.

4. Which of the following is NOT an example

of cyberstalking?

A) Impersonating someone online

B) Sending computer viruses to the victim

C) Posting personal information about oneself
online

D) Obtaining information on the Internet about
the victim for the purpose of harassment

5. Which of the following online mediums is

commonly used to bully or harass someone?
A) Email

B) Text messaging

C) Social media sites

D) All of the above

In the context of cyberbullying, “griefing” is

defined as

A) impersonating an individual in the virtual world.

B) the negative psychological effects of cyberbullying.

C) harassment of other game players in virtual game
environments.

D) the process of making life challenging for individuals
in the online environment.

“Happy slapping” entails

A) using software to send a victim thousands of e-mails.

B) sending or posting untrue and cruel statements
about a victim.

C) perpetrators using cell phones to film victims being
assaulted or forced to do something humiliating.

D) tricking a victim into disclosing sensitive
and personal information for the purpose of
disseminating the information.

In a 2018 study, what percentage of adolescents
reported having experienced at least one type

of cyberbullying?

A) 3.9%

B) 19%

C) 59%

D) 71.9%

Self-Assessment questions continue on next page —»
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9. At what age does the peak frequency of 15. The most significant psychologic effects of
cyberbullying perpetration tend to occur? cyberbullying appear to be
A) 10 to 12 years of age A) depression and anxiety.
B) 13 to 15 years of age B) anger and impaired self-esteem.
C) 16 to 19 years of age C) oppositional conduct disorder and anxiety.
D) 20 to 24 years of age D) druglalcohol abuse and dissociative disorders.
10. Of the following, who are at an increased risk of 16. Which of the following online behaviors is
becoming victims of cyberbullying or harassment? considered risky?
A) Girls and women A) Entering a video game chatroom
B) Adolescents with close supervision B) Posting contact information online
C) Individuals who are more committed to school C) Creating a gender-neutral e-mail address
D) Individuals who do not use social networking sites D) Returning an e-mail from an acquaintance
11. Which of the following is a sign that a child 17. Which of the following steps may parents
or adolescent may be the victim or perpetrator implement in order to minimize the chance
of cyberbullying? of their child/ren becoming online victims?
A) Euphoria when removed from Internet access A) Implement a schedule for Internet use.
B) Excitement when receiving e-mail or text messages B) Place the computer in an area where there
C) Strict adherence to established rules and expected is a lot of traffic.
behaviors C) Encourage Internet use when a responsible
D) Sacrificing normally enjoyed offline activities adult is present.
to participate in Internet activities D) All of the above
12. According to strain theory, which of the following 18. Social self-efficacy, a key skill in avoiding
is NOT considered a possible source of strain? and preventing cyberbullying, is defined as
A) Loss of positively valued stimuli A) empathy for victims of bullying.
B) Presentation of negative stimuli B) an increased ability to identify bullying
C) Negatively valued goals that are achieved situations.
D) Positively valued goals that are not achieved C) the lack of reliance on physical means
(e.g., violence) to resolve problems.
13. Which of the following characteristics of the D) perception of oneself and one’s competence
Internet may facilitate online disinhibition? in navigating social situations.
A) Invisibility
B) Asynchronicity 19. In cases of identified cyberbullying, victims may
C) Solipsistic introjections benefit from crisis intervention and counseling.
D) All of the above The first stage of crisis intervention involves
A) establishing rapport.
14. Ina 2017 report by the National Network to B) identifying the perpetrator.
End Domestic Violence, what proportion of C) assessing the client’s level of danger.
abusers used social media and other programs D) identifying the major problems to address.
to stalk, harass, and control their victims?
A) 3% 20. When the immediate stress from the cyberbullying
B) 26% crisis has stabilized, it is important to
C) 56% A) create a supportive and safe environment.
D) 97% B) stop exploring feelings related to the event.
C) dewelop a concrete, solutions-focused action plan.
D) reinforce proactive techniques used to promote
adaptation and coping.
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Stupy GUIDE

COURSE #96423 CYBERBULLYING AND HARASSMENT

This Study Guide has been included to provide immediate feedback about your achievement for the course learning
objectives. The correct answers for the Self-Assessment Questions and their locations within the text are indicated below.

1. Among adults, which of the following age-groups is most likely to use the Internet?
A) 1810 29 years of age (Internet and Digital Communication Trends)

2. The term “digital divide” refers to

D) the social inclusion/exclusion and equality/inequality of Internet access. (Internet and Digital Communication Trends;
The Digital Divide)

3. In terms of cyberstalking, crossover refers to stalking that
C) takes place online initially, but transitions to offline. (Defining Cyberbullying)

4. Which of the following is NOT an example of cyberstalking?
C) Posting personal information about oneself online (Defining Cyberbullying)

5. Which of the following online mediums is commonly used to bully or harass someone?
D) All of the above (Online and Digital Mediums for Harassment)

6. In the context of cyberbullying, “griefing” is defined as
C) harassment of other game players in virtual game environments. (Online and Digital Mediums for Harassment;
Chatrooms/Online Games)

7. “Happy slapping” entails
C) perpetrators using cell phones to film victims being assaulted or forced to do something humiliating. (Forms of

Cyberbullying)

8. Ina 2018 study, what percentage of adolescents reported having experienced at least one type of cyberbullying?
C) 59% (Prevalence of Cyberbullying; Children and Adolescents)

9. At what age does the peak frequency of cyberbullying perpetration tend to occur?
B) 13 to 15 years of age (Profile of Cyberbullies)

10. Of the following, who are at an increased risk of becoming victims of cyberbullying or harassment?
A) Girls and women (Profile of Cyberbullying Victims)

11. Which of the following is a sign that a child or adolescent may be the victim or perpetrator of cyberbullying?
D) Sacrificing normally enjoyed offline activities to participate in Internet activities (Potential Indicators of Cyberbullying)

12. According to strain theory, which of the following is NOT considered a possible source of strain?
C) Negatively valued goals that are achieved (Theoretical Frameworks Used to Understand Cyberbullying; Strain Theory)

13. Which of the following characteristics of the Internet may facilitate online disinhibition?
D) All of the above (Theoretical Frameworks Used to Understand Cyberbullying; Disinhibition Theory)
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14. Ina 2017 report by the National Network to End Domestic Violence, what proportion of abusers used social
media and other programs to stalk, harass, and control their victims?
D) 97% (Digital Technology and Intimate Partner Violence)

15. The most significant psychologic effects of cyberbullying appear to be
A) depression and anxiety. (Psychosocial Consequences of Cyberbullying)

16. Which of the following online behaviors is considered risky?
B) Posting contact information online (Risky Internet Behaviors)

17. Which of the following steps may parents implement in order to minimize the chance of their child/ren
becoming online victims?
D) All of the above (Prevention and Interventions; Education on Internet Safety and Risky Internet Behaviors)

18. Social self-efficacy, a key skill in avoiding and preventing cyberbullying, is defined as
D) perception of oneself and one’s competence in navigating social situations. (Prevention and Interventions;
Prosocial Skills Training)

19. In cases of identified cyberbullying, victims may benefit from crisis intervention and counseling. The first stage
of crisis intervention involves
C) assessing the client’s level of danger. (Prevention and Interventions; Crisis Intervention and Counseling; Stage 1)

20. When the immediate stress from the cyberbullying crisis has stabilized, it is important to
D) reinforce proactive techniques used to promote adaptation and coping. (Prevention and Interventions; Crisis Intervention
and Counseling; Stage 7)
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